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Abstract. Information security has many aspects such as authentication, privacy, integrity and non-
repudiation. This paper studies implementation of information security through cryptography and
steganography. Cryptography can be loosely defined as the scrambling of data so that only an intended
authorized user can unscramble it. Cryptography allows secure transfer of information over space
(transmission over a communication channel) or over time (storage within a computer memory).
Steganography is the related concept of hiding some piece of information within another piece of
information (possibly of another type), such that the hidden information would be accessibly only to some
intended authorized users. This paper offers a tutorial overview of cryptography and steganography from
the perspective of a multi-key multi-stage software package (named EDSP for Encryption Decryption
Software Package). This package serves as a pedagogical aid accompanying this current tutorial, though
it is, admittedly, neither highly advanced nor particularly novel. It employs a one-time pad technique,
wherein a key is used only once. The EDSP combines a multitude of strong cryptographic algorithms,
secret (symmetric) key ones together with public (asymmetric) key ones including the well-known RSA
and El-Gamal algorithms, whose cryptanalyses show their relative unbreakability in front of strong
attacks. Depending on the number of algorithms used, low, medium and high levels of security are
achieved. Several random keys are generated and used only once through any encryption or decryption
process. Depending on the size of message being encrypted, these keys are used through several schemes
which are determined by the user. The package supports Arabic and English texts and can be enhanced to
include more languages. It can be used with a variety of platforms with no specific hardware required.
The package has a built-in capability of converting images into text and vice -verse, a key step in utilizing
its cryptographic features for steganographic purposes. The steganography method is basically applied in
the EDSP through converting any image into a text file or vice versa. However, hiding a secret image
into another image is also performed and provided in the package. The paper briefly overviews the
mathematics of pertinent operations, describes the capabilities of the developed package, and
demonstrates its usefulness via illustrative examples. As an offshoot, the paper highlights contributions of
the Arabs (during the glorious Islamic era) to cryptography, in general, and to cryptanalysis, in particular.
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1. Introduction

Cryptography is the science of using mathematics to encrypt and decrypt data. It allows
secure transfer of information over space (transmission over a communication channel)
or over time (storage within a computer memory). While cryptography is the science of
securing data, cryptanalysis is the science of analyzing and breaking secured
communication. Classical cryptanalysis involves an interesting combination of analytical
reasoning, application of mathematical tools, pattern finding, patience, determination,
and luck [1]. Until modern times cryptography referred almost exclusively to encryption,
which is the process of converting ordinary information (plaintext) into unintelligible
gibberish (i.e., ciphertext). Decryption is the reverse, in other words, moving from the
unintelligible ciphertext back to plaintext. A cipher (or cypher) is a pair of algorithms
which create the encryption and the reversing decryption. The detailed operation of a
cipher is controlled both by the algorithm and in each instance by a key. This is a secret
parameter (ideally known only to the communicants) for a specific message exchange
context. Keys are important, as ciphers without variable keys can be trivially broken with
only the knowledge of the cipher used and are therefore less than useful for most
purposes.

Cryptography can be directly used to help ensure certain security properties,
including:

v'Authentication: the process of proving one's identity, which is
sometimes split into two types, namely, (1) Entity authentication (Each of the
communicating parties verifying that the other parties are the right ones), and (2)
Data-origin authentication (Who is claiming to be the sender of the message really
is the one from whom it originates).

v Integrity: the process of preventing unauthorized modification of
messages or data. This guarantees that the content of the message, that was sent, has
not been tampered with.

v Confidentiality (Privacy): the process of ensuring that no one can read the
message except the intended receiver.

v" Non-repudiation: the process of ensuring that the message has been sent
and received. Non-repudiation of origin protects against denial by one of the entities
involved in a communication of having participated in all or part of the
communication. Non-repudiation with proof of origin protects against any attempts
by the sender to refuse to acknowledge having sent a message, while non-
repudiation with proof of delivery protects against any attempt by the recipient to
deny, falsely, having received a message.

Cryptography, then, not only protects data from theft or alteration, but can
also be used for user authentication. There are, in general, three types of
cryptographic schemes typically used to accomplish these goals: secret key (or
symmetric) cryptography, public-key (or asymmetric) cryptography, and hash
functions [2-5].
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Fig. (1). Elements of a cryptography system.

Figure 1 illustrates the main elements of a cryptography system. In this
figure, three terms are noted, namely, encryption (the process of scrambling data
according to a specific algorithm), decryption (the process of decoding data to its
original form, so that it can be easily read by the intended receiver) and key (a
sequence of symbols represented in binary form as a string of bits to control the
mechanism of encryption and decryption algorithm) [1-5].

Until a few decades ago, cryptography was largely of interest to the military
and the diplomats. Nowadays, it permeates many aspects of life, like Internet
banking, e-commerce, e-mail, and automatic teller machines. It has tremendous
impact on the economic, sociological, and political aspects of the contemporary
society. Recently, cryptography has been utilized as a pedagogical tool in getting
students interested in mathematics, by motivating them, giving them good reasons to
spend time on a subject that requires hard work, and, if possible, involving them in
research [6].

Related to the science and art of cryptography is the one of steganography.
Cryptography and steganography are considered cousins in the spycraft family [7-
12]. Cryptography scrambles a message so it cannot be understood. Steganography
hides or conceals the message so that its mere existence cannot be detected or even
suspected. A message in ciphertext, for instance, might arouse suspicion on the part
of the recipient, while an “invisible” message created with steganographic methods
will not [7].

We digress here a little bit to include a brief historical note on cryptography.
The earliest forms of secret writing required little more than local pen and paper
analogs, as most people could not read. More literacy required more advanced
cryptography. The main classical cipher types are (a) transposition ciphers, which
rearrange the order of letters in a message and (b) substitution ciphers, which
systematically replace letters or groups of letters with other letters or groups of
letters. The earliest known use of cryptography is some carved ciphertext on stone in
Egypt (1900 BC). The next oldest is bakery recipes from Mesopotamia (present-day
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Irag). The next development was a substitution cipher due to the Roman Emperor,
Julius Caesar. The credit for the earliest cryptanalysis technique, namely, frequency
analysis, is certainly due to the Muslim Arabs. Kahn the famous historian of
cryptography, equivocally asserts [13] that "Cryptography was born among the
Arabs" and that " (they) were the first to discover and write down the methods of
cryptanalysis”. Many people attribute the discovery of cryptanalysis to the Arab
philosopher Al-Kindi (known in the west as Alkindus) but actually cryptanalysis is a
contribution of an earlier genius polymath, namely, Al-Khalil Ibn Ahmad Al-
Farahidi [14-16]. Further information on the history of cryptography can be found in
the lucid text of Kahn [13], and in the lucid survey papers [17-22].

This paper offers a tutorial overview of cryptography and steganography
from the perspective of a multi-key multi-stage software package. The package
employs a one-time pad technigque, wherein a key is used only once. The package
combines a multitude of strong cryptographic algorithms, secret (symmetric) key
ones together with public (asymmetric) key ones such as the RSA [23] and EI-
Gamal algorithms [24-27], whose cryptanalysis shows their relative unbreakability
in front of strong attacks, provided they are supported by some preprocessing [28-
30]. The RSA and El-Gamal schemes are used in the EDSP to provide very secure
and powerful tools with other approaches such as Addition, Subtraction,
Multiplication and XORing for achieving high level of desired security. Depending
on the number of algorithms used, low, medium and high levels of security are
achieved. The package supports Arabic and English texts and can be enhanced to
include more languages. The package can be used with a variety of platforms with
no specific hardware required. The package has a built-in capability of converting
images into text and vice versa, a key step in utilizing its cryptographic features for
steganographic purposes.

The rest of this paper is organized as follows: Section 2 briefly discusses the
basic operations used in cryptography and further offers a brief introduction to the
RSA and El-Gamal algorithms. Section 3 presents the system requirements, types of
users and a glimpse of operations for the software package developed herein. For
future reference, we name this package the "Encryption and Decryption Software
Package (EDSP)." Section 4 presents some typical results obtained by this package
as a way of demonstrating certain features of cryptography and steganography.
Section 5 concludes the paper.

2. Basic Operations

In the EDSP system, many operations are involved in order to ensure high strength
of cryptography and steganography. We use Addition, Subtraction, Multiplication,
Swapping, Inserting, Circular shift, Exclusive OR and in particular, we use the RSA
and El-Gamal algorithms. All operations used herein are implemented in a technique
called One-Time Pad [31] so that a key used is randomly generated only once even
if the operation is repeated many times. The package provides multi keys and multi
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stages based on the number of operations. In addition, two special operations namely
Steganography and converting image into text and vice versa are used.

2.1 The RSA Algorithm

RSA is the best known public-key algorithm, named after its inventors:
Rivest, Shamir and Adleman [23]. RSA uses public and private keys that are
functions of a pair of large prime numbers. Its security is based on the difficulty of
factoring a composite integer that equals the product of two large primes. The RSA
algorithm can be used for both public key encryption and digital signatures. The
keys used for encryption and decryption in the RSA algorithm, are generated using
random data. The key used for encryption is a public key and the key used for
decryption is a private key [28-30]. Public keys are stored anywhere publicly
accessible. The sender of a message encrypts the data using the public key, and the
receiver decrypts it using the private key generated by the sender [28-30]. That way,
no one else can intercept the data except the receiver. The RSA algorithm involves
three steps: key generation, encryption and decryption.

Key generation: RSA involves a public key and a private key. The public
key can be known to everyone and is used for encrypting messages. Messages
encrypted with the public key can only be decrypted using the private key [28-30].
The keys for the RSA algorithm are generated as follows [23]:

e Choose two distinct prime numbers p and g. In general, p and g are very
large numbers, for security purposes, the integers p and ¢ should be chosen
uniformly at random and should be of similar bit-length.

e Compute n = p*q, where n is used as the modulus for both the public and
private keys.

e Compute p(pg) = (p — 1)(q - 1).

e Choose an integer e such that 1 <e < g¢(pg), and e and ¢(pg) share no
divisors other than 1 (i.e. e and ¢(pg) are co-prime or relatively prime). Now e is
released as the public key exponent and choosing e having a short addition chain
results in more efficient encryption. Small public exponents (such as e = 3) could
potentially lead to greater security risks.

e Determine d (using modular arithmetic) which satisfies the congruence
relation: de = 1 (mod ¢(pgq)).

The public key consists of the modulus n and the public (or encryption)
exponent e. The private key consists of the modulus n and the private (or
decryption) exponent d which must be kept secret.

Encryption: this step can be done with the following procedures:
¢ Obtain authentic public key (n,e).

o Represent the message as an integer m in the interval [0,n-1].
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e Compute ¢ = m”™e mod n where the value of ¢ represents the ciphertext.
¢ Send the ciphertext to the recipient.

Decryption: to decrypt message m from ciphertext, use private key d as follows:
e m =c”d mod n.

Example

Let p= 2357, q = 2551 so n = p*q = 2357*2551 = 6012707 and ® = (p-1)*(g-1) =
6007800. Select e = 3674911, using extended Euclidean algorithm to get that d =
422191, the public key is the pair (n = 6012707, e = 3674911) where the private key
is d = 422191. To encrypt a message m = 5234673 — ¢ = m”e mod n =
5234673"3674911 mod 6012707 = 3650502. Send c to the recipient and to decrypt
m from ciphertext — m = ¢*d mod n. So m = 3650502422191 mod 6012707 =
5234673.

RSA Encryption in Practice
v" Recommended size of modulus (n) > 1024 (binary bits).

v Selecting primes: Roughly same size p and q to prevent elliptic curve
factoring.

v p and g should be large enough.
2.2 El-Gamal Algorithm

El-Gamal encryption system is an asymmetric key encryption algorithm
for public key cryptography which is based on the Diffie-Hellman paradigm [31]. It
was described by Taher El-Gamal in 1985 [24, 25]. Essentially, it generates a
shared secret key and uses it as a one-time pad to encrypt one block of data. El-
Gamal is the predecessor of DSS and is perfectly usable today, although no widely
known standard has been created for it. EI-Gamal encryption consists of three
components: the key generator, the encryption algorithm, and the decryption
algorithm.

KEY GENERATOR: this step can be done as follows:

1. Select large prime number p.

2. Select random number g in the interval [1, p -1].
3. Select private key number a.
4,

Compute value of y = g"a mod p, so the public key is ( p,g,y ) where the
private key is a.

ENCRYPTION: to achieve this procedure, the sender must do the following:
1. Select random integer number k in the interval [0, p -1].
2. Represent the message m as an integer in the range [0, p -1].


http://en.wikipedia.org/wiki/Asymmetric_key_encryption_algorithm
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http://en.wikipedia.org/wiki/Diffie-Hellman_key_agreement
http://en.wikipedia.org/wiki/Taher_Elgamal
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3. Compute first part of elgamal block y1 = g"k mod p.
4. Compute second part of elgamal block y2 = m*y~k mod p.

5. Combine both results to appear as one block which is the ciphertext and
send it to the recipient.

DECRYPTION: to decrypt a desired message from ciphertext, do the following:
1. Obtain sender private key a.
2. Compute m = (y2* (y17a)"-1) mod p, the value of m is the original message.
EXAMPLE

Let p =23 and choose g = 11, selecta =6 so y = g"a mod p = 1176 mod 23 = 9. Now

the public key is (23,11,p) and private key is 6. Select k = 3 and m = 10, compute y1 =
g™k mod p = 1173 mod 23 = 20, y2 = (m*y”k) mod p = (10*9"3) mod 23 = 22, thus the
message m converted into ciphertext of (20,22). To decrypt ciphertext again compute m
= (y2*(y1"a)"-1) mod p = (22* ( 20"6)"-1) mod 23 = 10.

Efficiency of EI-Gamal encryption

v" The encryption process requires two modular exponentiations, namely
g™k mod p and y*k mod p. These exponentiations can be sped up by selecting
random exponent k having some additional structure, for example, having low
Hamming weights.

v' A disadvantage of EI-Gamal encryption is that there is message
expansion by a factor of 2. That is, the ciphertext is twice as long as the
corresponding plaintext.

Security of EI-Gamal encryption

The problem of breaking the EI-Gamal encryption scheme, i.e., recovering m
given p, g, Y, y1 and y2 is equivalent to solving the Diffie-Hellman problem. In fact,
the EI-Gamal encryption scheme can be viewed as simply comprising a Diffie-
Hellman key exchange to determine a session key g”a*k and then encrypting the
message by multiplication with that session key. For this reason, the security of the
El-Gamal encryption scheme is said to be based on the discrete logarithm problem.

It is critical that different random integers k be used to encrypt different
messages. Suppose the same K is used to encrypt two messages m1 and m2 and the
resulting ciphertext pairs are (y11; y12) and (y21; y21). Then y12/y21 = m1/m2, and
m2 could be easily computed if m1 were known.

Attacks on the RSA or EI-Gamal cryptosystems

It has not been shown that a devastating attack can be conducted in a
reasonable amount of time on a correctly implemented RSA or El-Gamal
cryptosystem . However, there are many successful attacks on poor or naive
implementations. Boneh et al. [29] presented an attack on plain EI-Gamal and plain
RSA encryption. The attack showed that without proper preprocessing of the
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plaintexts, both El-Gamal and RSA encryptions are fundamentally insecure.
Namely, when one uses these systems to encrypt a (short) secret key of a symmetric
cipher it is often possible to recover the secret key from the ciphertext. These results
demonstrated that preprocessing messages prior to encryption should be an essential
part of successful implementations of both systems. Therefore, our EDPS system
strengthens its implementation of the combined RSA and EI-Gamal cryptosystems
by utilizing multi-keys, multi-stages, and a variety of supplementary operations. In
passing, one should stress that the advantages acquired by preprocessing the
plaintext before encryption are achieved at the cost of increasing the side
information that have to be sent to the receiver for decryption.

Other operations are performed using a letter by letter method. linitially,
several random integer values are randomly generated, and then, several random
keys are determined and generated based on the size of the message being
processed. Each letter is associated with a unique key. A defined operation is then
performed to generate the ciphertext. Based on the user’s choice, 5 or 7 or 9
operations take place in different levels of security in the text mode while different
numbers of operations are performed in the image mode. The RSA approach is an
essential operation in each level whereas the EI-Gamal scheme is performed only in
the highest level to produce a powerful and unpredictable ciphertext.

3. The Encryption-Decryption Software Package (EDSP)

In this section, we briefly describe the characteristics and operation of the
Encryption-Decryption Software Package (EDSP). We discuss the EDSP system
requirements, types of users and operation guide.

3.1 System Requirement

Pentium, Pentium Pro, Pentium Il, Pentium I, Pentium IV, or AMD
Athlon based personal computer.

Microsoft Windows 95, Windows 98 (original and Second Edition),
Windows Millennium Edition (ME), Windows NT 4.0 (with Service Pack 5 for Y2K
compliancy or Service Pack 6a), or Windows 2000.

CD-ROM drive (for installation from CD).
X 64 MB RAM minimum, 128 MB RAM recommended.

[ Disk space varies depending on size of partition and installation of online
help files. The MathWorks Installer will inform you of the hard disk space
requirement for your particular partition.

% 8-bit graphics adapter and display (for 256 simultaneous colours). Other
recommended items include:

X Microsoft Windows supported graphics accelerator card, printer, and
sound card.
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% Microsoft Word 7.0 (Office 95), 8.0 (Office 97), or Office 2000 is
required to run the MATLAB Notebook.

MATLAB can be set up to operate on a network via the TCP/IP
communications protocol.

3.2 Types of Users

There are two types of users who can use or run EDSP, namely: An
administrator user can apply the tasks of (a) Adding a new user, (b) Deletion of an
existing user, and (c) Starting an Encryption or Decryption process. A Regular user
can apply only one task which is to start an Encryption or Decryption job.

3.3 A glimpse of EDSP operation

We now give a glimpse of operations of the tasks common to administrator
and regular users, namely that on MATLAB command window, type (start) to run
the program. The first screen of EDSP (Fig. 2) asks the user which mode of
operation is intended to be used and performed. The user selects either the
transmitter or receiver mode by clicking on it and a new log-in window will appear
asking for username and password (Fig. 3). After entering a valid username and
correct password a new window will appear prompting the user to determine the
type of input and output data format, (text or image) (Fig. 4). After that, the user is
required (Fig. 5) to select a level of security among three choices (low, medium and
high), where every level has its own number of operations (5 (2) operations for low
level, 7 (4) operations for medium level and 9 (5) operations for high level in the
text (image) format), respectively.

Fig. (2). The first screen of EDSP.
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4. Results
Example 1
Suppose that we want to encrypt the following Arabic text, taken from [13]
Sma DoV 0 o eV Wl 0 B me ke Lalael aad) ablae o,
Flm Gy, ol By cls Ol (s sual ) a2 s s
AT WL @w \ (soebl S O, 2 Sl s fon cagly | bt
s R o A Bl ol lemnaly Uiy Sl Yoy @8 21 e b 3f
ey S Sl a8 asjly sh O Byl olall LG 3 AR el o janly
OAN @ A pp a3l el By Jsall Slesma 5T 0T U] S ae
Lt aiial) LS oSS st Jae wllly pie SIW N Cpmdl ey )
s i) ol OV ol il ol s e
The encrypted text file is given by Fig. 6.
€ file1 - Notepad G

[ <sZ ) T2 85~¢ -N="1 €4,~ Kvw 2 ,J.u:uau&YuTA ,MAhaII /Nirh
uloOL('a““usu as:1k~" o ke PoUX , 7 ° LelPal?<n - »Szt\sthlm—
s'Dg9’ uiuetc-a C ifees’ €M37D‘ueUX e@sl ="V’ M'uor ‘a S
? “3%Es€UR3 i} is vasl}¥soijl Xa a0s ey qatesn..
\5»-+Zu»;| vo&7ee ”’.hsu 1§« 0’ 2M»El6  cOtakp™ Nok Sols QI - usug
‘ot JR™ U0 00 | -JB_&»}W/-m £l]ey4<KcY',4Ur AI-Ca, ®
M70990C YV, [ixJz,n' -wéJc uace)}xau,as(\\h:n\}do upOh .1:3
So6¥er o (mpE«?j< ﬂee,ZSOe ‘IBeUay q—S<E~-ll ks ) e
v<0zg® /A:ms‘t,,bqw Jo GkddEMe™ oo [> [edllc 0 IwgSWb 8XE€L
De_(gs 1'E2/iZxE-§s70<Ea [Gu2iGs, £} 0} CEWIK6a$menL ®s:
e,xn-nua.au ’ &4 ow-"pubsdo ], vep! d’u.,-Sz k:Eslax$ShERIPIA
# £ 3T JWUAQOMLIE F, Xg6/b'Z” 2@STHE <D gm.=CS ,+K
§<<enG.sa.sﬂ 0f 10S DIN~%s0° ou}ﬂﬂﬁsu'lell:o.,,aulw WAE (A—w /\Yﬂj’w/z
AlfLzl} Lordd7:RETTI[Zaata™. 1 Glc 1K™’ 2EMC 518§us0 e snE ™ Kas

Fig. (6). Encrypted text for Example 1.
Example 2

Suppose that we want to encrypt the following English text, taken from [13]:

Cryptology was born among the Arabs. They were the first to discover and write
down the methods of cryptanalysis. The people that exploded out of Arabia in the
600s and flamed over vast areas of the known world swiftly engendered one of the
highest civilizations that history -had yet seen. Science flowered. Arab medicine and
mathematics became the best in the world—from the latter, in fact, comes the word
"cipher." Practical arts flourished. Administrative techniques developed. The
exuberant creative energies of such a culture, excluded by its religion from painting
or sculpture, and inspired by it to an explication of the Holy Koran, poured into
literary pursuits. Storytelling, exemplified by Sheherazade's Thousand and One
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Nights, word-riddles, rebuses, puns, anagrams, and similar games abounded;
grammar became a major study. And included was secret writing.

The encrypted text file is given by Fig. 7.

€ file1 - Notepad

57 ILdIUeEH - Y-l ! 2e¥ 70 L vvpslbeb #0115 dA-keToa
b§SA <t @) e, K% {UzEm30,,/0II0 3.Yox TP will X sle@a el Jek,ri
k;[z, I9usblcF ~Uzfw’»k7sNE, {Rha)d, +|&70ek - —~_pu3{
2ede D)o ‘il gelff hﬂ,,0Y«§@78$h¢3}.l",cPFi¥-h.s‘i ceseIql:
9 <o " NELA0 - Y2 sl {k €..EZD; 1 [EAU:0¢ 4K ™ o@QMZ5d . A1 lZg §us

St @¢vyox, SodpieHe, T ({6HIMI <#m%0< "3 !a. ;3 %hCus*bUselCeq
HH> ¢@%E: HS1gng - DIXUsfe) 2 NIs'ves ¥QfZ]B‘clyzwis 5 O¥E.
<@pe 8- QzUs@@ IA®T : TowOe >, " | JP%l§<-"de;b7q3.% | —[1..
mde <3F3" ¥-s | g (oo fBUI»> 1P} %HpS: w0619 IG d,iHIe " UF¢sv
tip'=Ap | FUdf 2z«g=aySse PJUETm  os;.u ' -, Dsusl@eH - wE - -
S+, ¥XCU ' Yea> ~Jin | zok . 9 - FutZ®,] v €~ AY3 ] Elsl. 5V (usll~1— ¢
1_Assk'@° ‘ VHs«@®ILfl—~audri ghzYcfuro<idgAasde fé+é& i~k
~, _v:¥x& ocbip@#l- ak=cmcd:2.&nri?cel?,.Cl " %hcB_eo (1°
cr,+ezg ' sULlz»als Sfilosie moALs wrilvs.. TE5; ~ IDIUGE%% [™L
D$S1z002+>»TGerE7Gv ' kTH yzcworSWL.30r3,> [ > : CeI 4R
el#u3qjl&Es<da  —2W'Z03CfUl-éci— Mg <+, U<@a1JFIKSF
IR,, [0c 34 2Del,,zIx%1 102K, " a530PCEWIZ <] T g% - €l s Gl «
< >

Fig. (7). Encrypted text for Example 2.
Example 3

Suppose that we want to use the airplane image given by Fig. 8 as a cover image to
hide the text image of Fig. 9 inside it. Our EDPS system produces the stego image of
Fig. 10, in which the text of Fig. 9 is hidden in an image looking exactly alike the
one in Fig. 8. Later, our system manages to recover the hidden text in Fig. 11. Note
that in the EDSP, the stego image is the same size as hidden image. In this paper, the
stego image is shrinked due to space limitation.

Fig. (8). Cover image for Example 3.
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Fig. (9). Text image to be hidden in Example 3.

Fig. (10). Stego image for Example 3.

The stego image looks exactly like the cover image, so no one can think or predict
that there is a hidden text composed within it.
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Fig. (11). Recovered image for Example 3.
Example 4

Suppose that we want to use the flowers image given by Fig. 12 as a cover image to
hide the map image of Fig. 13 inside it. Our EDPS system produces the stego image
of Fig. 14, in which the map of Fig. 13 is hidden in an image looking exactly alike

the one in Fig. 12. Later, the developed system manages to recover our hidden map
in Fig. 15.
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Fig. (15). Recovered image for Example 4.
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5. Conclusions

Encryption allows the protection of sensitive data files from unauthorized users.
This paper offers a tutorial of mathematical, historical, and elementary
implementation aspects in the perspective of a simple package called the
Encryption and Decryption Software Package (EDSP). Despite the simplicity of the
EDSP package, its implementation, features, and typical results capture many of the
essential features of the cryptography paradigm. Hence, this package serves as a
pedagogical aid accompanying this current tutorial, rather than as an advanced novel
tool competing with available commercial packages. As a bonus, the EDSP system
can be used as a demonstrative tool for steganography as well as cryptography. The
EDSP system scrambles data files to make sure that they cannot be read by
individuals who do not have the key to decrypt the files. The most effective
encryption algorithms being used herein are the EI-Gamal cryptosystem algorithm
and the RSA algorithm. The EDSP system is intended to satisfy user's requirements,
emphasize one-time-pad only and ensure the high strength of encryption. The
algorithm used herein uses a multiple of unpredictable operations in the encryption
process, and it also employs a key that is a sequence of unknown operations. The
unique features of this system are: the ability to generate very different keys for
every single message even if it is sent more than once, and the insertion algorithm
which will scatter the data in a matrix containing random numbers which will
increase the size and length of the original data and make it more difficult to
distinguish the original message from it. The EDSP system is implemented in the
MATLAB language. It can be designed using any other language but MATLAB was
chosen since it has many supporting tools like dealing with matrices, mathematical
operations, logical operations, movies, images and sounds. The EDSP system
combines many prominent algorithms in composite algorithms of various degrees of
strength. Correctness of the algorithms is demonstrated via some working examples.

The EDSP system is believed to be reasonably secure against exhaustive
brute force attacks or cryptanalysis. This belief stems from the fact it had been made
extremely hard for an adversary to discover the pertinent algorithms and stages, the
real keys, or the sequence of the operations used. However, the EDSP system is
definitely not unbreakable. The point of its breakability can be decided via formal
cryptanalysis or attack by a competent adversary.
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