Journal of Engineering and Computer Sciences
Qassim University, Vol. 14, No. 1, pp. 64-81 (January 2021 /Rabi 11 1441H)

Score level prediction of Google Chrome Vulnerability using

Bayesian Network

Mafawez T. Alharbi
Department of Natural and Applied Sciences,
Buraydah Community College, Qassim University,
Saudi Arabia

Maft.alharbi@qu.edu.sa
(Received 10/3/2021, accepted for publication 10/8/2021)

Abstract. Software vulnerability is a weakness and bug that can affect security protocols of the
system. The issue at hand has produced an increased software vulnerability within each lifecycle
release. A web browser is used by users as the primary method to communicate with each other
online via devices. People can find great content on the web. Challenges arise within security
protocols when attackers access users via web browsers. Therefore, web browsers have become a
target for attackers who use web browser vulnerabilities. This research focuses on Google Chrome
vulnerabilities, and proposes a new approach which can provide probabilistic predictions that
generate a score level of the Chrome browser vulnerability. The predication model uses artificial
intelligence from the "Bayesian Network ".
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1- Introduction
Software systems play a very important role in our everyday life, as most users who use such
systems do so in order to do their jobs. Software systems are distributed in every government and
private sector around the world. These systems are used in government and private sectors in order
to manage and control the operation processes and measurement performance of software, in how
it manages information. Most of these sectors have the ability to develop businesses and earn profit
through the usage of software systems, whereas other sectors might lose profit because of the

vulnerability of the software system being used or adapted. [1]

Software vulnerability is a weakness and/or a bug in the software that can affect the security of a

system. The Information Security Community (ISC) works very hard to discover and prevent such
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software vulnerabilities, which are discovered every year. Software vulnerabilities that lead to data
exposure is one of the major threats that face the development of software, as these vulnerabilities
are exploited by attackers; this directly impacts the availability, integrity and confidentiality of

users and harms the software system, which may lead to crash the system [2] .

Every half hour or so, an attack can happen on the organization’s software system, and then
sensitive data can be sent outside the organization. There is a need today to analysis and predicate
vulnerabilities by the use of software engineering and research centers using techniques from

Artificial Intelligence [3].

The Internet and web browsers, which are used to view and navigate, have become one of the most
important software applications used in our daily life. Web browsers are software applications that
have the ability to do most internet activities. For this reason, web browsers have become a target
for attackers. The common web browsers that are used are: Internet Explorer, Safari, Mozilla
Firefox and Google Chrome [4,5].

The aim of this paper is to implement a predicate score level of Google Chrome vulnerability using
the Bayesian Network technique and data form NVD, while also showing the advantages of the

proposed model in this research:

e The proposal in this research helps cyber security managers in organizations to predicate
the score level severity which will help them to prevent such attack from happening again.

e It has the ability to identify the most likely causes of vulnerability.

e The model is presented as an easy-to-read graph.

e The model is able to deal with time-series data, which shows previous and current data of
Chrome vulnerability.

e The model can handle incomplete data, in cases where it is impossible to have all the input
data.

The rest of the research is organized as follows: section 2 present literature review, section 3
discusses the problem statement, section 4 shows the proposed model, and section 5 presents

validation of the model and section 6 presents the conclusion.
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2. Literature review
2.1 Related work

This section presents the related work on Google Chrome and Bayesian Network in security via a
literature review. The research presented in [6] discusses vulnerabilities that come within the
Chrome web browser, and describes the impact factors and reasons for vulnerabilities. In addition,
the authors discuss the threat and the damage that comes from such vulnerabilities, from simple to
complex ones. Data has been taken, assessed and collated for four years from 2010 to 2015, and

the research presents different vulnerabilities found during these years.

Other research in [7] proposes a framework that addresses real change, by giving developers and
users the ability to do an analysis of vulnerabilities to further develop the Chrome browser. The
technique that has been used in this research uses a feature of a Chrome extension that reads data
flow via the extension, looking at Java Script code, for vulnerabilities to make sure that any other

Chrome browser extension is or is not malicious.

A study by [8] proves that the data in NVD is abnormal in Chrome data, where the most
vulnerabilities are presented in the first version. This paper studies the reliability of data in NVD,
and it considers if the vulnerability in each version of Chrome in NVD is a real vulnerability or
not. The research shows that there are some errors in the Chrome vulnerability data. The study
shows how these errors might affect other studies on vulnerabilities of a similar nature. The result
of the research presents that there are a number of observations that can be obtained on this issue,

which need to be addressed.

On [9] the uncertainty mode for cybersecurity and initial evidence that indicate it is a good
methodology that has many advantages. The proposed mode takes data directory for security and
analysis it. The Bayesian Network can identify uncertainty types and then build Bayesian Network
modes based on the current security platform being used. The finding in this study proves the
Bayesian Network can lead to new organizational development and security analysis via graphical

models.

A research study in [10] proposes cyber attacker predication modes based on the Bayesian
Network. An attack graph has been used to show all vulnerability and attacking path probability.

The model uses impact factors on attack probability using the Bayesian Network
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structure/framework. Through the experimental study, it proves that the proposed model has a high
degree of accuracy.

In addition, the research in [11] focuses on their study of the limitations on the temporal factors,
on measuring security networks. The paper proposes a model based on the Dynamic Bayesian
Network, in order to track the change in a computer network. A research presented by [12]
proposes an architecture of risk management by using the Bayesian Network. Via this proposal,
the administrator has the ability to control the quantity of network flexibility on a number of levels.

The proposal aims to continually analyze through developed network phases.

In [13] suggests using effective algorithms to make exact inferences in the Bayesian attack graphs,
to enable the dynamics and state the risk evaluation on a network. To make sure that this proposal
is valid, some experimental studies have been made by the Bayesian Network. The proposal allows
for the evaluation of risk in cybersecurity on networks attacked by calculating the probability that

attackers will attack such networks that lack of good cyber security.

Other research extracted feature toggles from the Google Chrome web browser, in order to use
them in understanding the architecture of the system due to the lack of high-level and concrete
visualization structures for Chrome, the researchers driven to derive these representations from the

existing documentation and mapped into the source code [14].

[15] focused on the Chrome browser, which is the natural choice for all users because it is a widely
popular open source. Web feature deprecation was analyzed via Chrome browser lens, where it is
rated at a value of 2.5 years Chrome deprecation and six reasons found, clarifies reasons why
developers want to deprecate the web feature.

Finally, a paper in [16] presents the possibility of using Chrome apps and extensions to acquire
knowledge of mathematics, writing, reading, organizing, and planning in general. The Google
Chrome browser, which is widely spread on computers today, has a large collection of premium

and low-cost applications and extensions that can benefit all users.
2.2 National Vulnerabilities Database

National Vulnerabilities Database (NVD) is a public website that contains information about

vulnerabilities and public details of them. It started in 1997 and is owned by the ministry of defense
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in the United States of America. NVD includes very important information on a security checklist,
security related software flaws, misconfiguration, production name and impact matrices. NVD is
one of the products from the National Institute of Standards and Technology (NIST) and is
supported by the Department of Homeland Security, National Cyber Security Division (NCSD),
and it is a well-known data source for vulnerability information that can be valuable in predicating
and estimating vulnerabilities in software systems [17].

2.3  Bayesian Network (BN)

Artificial intelligence has been used in many domains. One of the Al techniques is called, the
Bayesian Network. This research follows the methodology of the Bayesian Network. This section
will start off with a basic idea of the Bayesian Network, before discussing the methodology it uses.
The Bayesian Network is one of the techniques of using artificial intelligence in cyber security.
This type of technique presents a high level of probability distribution on groups of variables which
are used to build problem solution platforms [18]. The BN has the capability to combine different
sources of knowledge and has the ability to overcome the scarcity of historical data in cyber
security modeling. The BN has been widely employed in real-world applications, especially in
medical diagnosis. BN has been used in security these days, due to the capability it has to overcome
data limitation [19]. In general, Bayesian Networks could be possibly used in Google chrome
vulnerability, as it enables diagnostic reasoning that could help to identify the most likely cause of

an attack event based on certain symptoms.

The main advantages of BN is to use these networks as powerful tools to collect different resources
of knowledge with different degrees of uncertainty, in effective mathematical ways [20]. BN
consists of qualitative and quantitative data gathering, where qualitative data is the part that
presents directed acyclic graphs that include nodes and edges, where each node shows a variable
and the edge between nodes present conditional dependences. Meanwhile, quantitative data is the
part that takes conditional probability modes that decide dependency amounts between connected

nodes via conditional probability between each node [21].

The Bayesian Network uses a directed acyclic graph and node framework that represents variables,
and the directed edges represent dependences between variables. The relationship between

variables can be described by a conditional probability table (CPT). BN is based on Bayes’ theory.
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3. Problem statement

Vulnerability in the Google Chrome browser has increased in recent years, and most people use
this browser. Researchers and developers try their best to develop software to prevent such
vulnerabilities. However, their efforts need to be increased with using new techniques such as Al,
as it has the ability to predict new vulnerabilities, based on previous data. To the best of our

knowledge, there is not any research being done using BN to predict Google Chrome vulnerability.
4. Proposed model
This research proposed a new model of predicating Google Chrome vulnerabilities based on BN.

Also, it will show how the author selects, collects, and analyses research data. The methodology
for this research starts when the author uses NVD to selects the research data focusing on Google
Chrome vulnerability. NVD has been chosen because the NVD is the U.S. government repository
of standards based vulnerability management data represented, which is a platform that can collect

information about discovered computer security vulnerabilities.

CVEdetails which was developed by Serkan Ozkan automatically collects vulnerability data from
the NVD [23]. Soup and Scrapy are libraries in Python that were used in this research to scrap the
vulnerabilities of Google Chrome from CVEdetails

To reach this goal, there are four stages needed to be followed; all these stages have to be done in

order to build an effective BN model

e To identify the factor
e To draw the model
e To parametrize the model

e To apply inference algorithm

4.1 First: To identify the factor

This stage aims to identify the factor that affects the severity of a score level. The author has
studied Google Chrome vulnerabilities in the National Vulnerability Database and has selected the
most likely factors that can affect the score level of vulnerabilities found in Google Chrome. Six
factors have been selected: Confidentiality Impact, Integrity Impact, Availability Impact,

Authentication, Access Complexity and Gained Access. Confidentiality Impact means the impact
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to the confidentiality of the affected system. Integrity Impact refers to the integrity of the affected
system, where the attacker can modify any files or information on the target system. Availability
Impact refers to the impact to the availability of the affected system. Authentication means the
level of authentication needed to access the vulnerable system. Access Complexity refers to the

level of difficulty to access the candidate. Each factor has three states that show the level of the

factor. Table 1 below presents each factor with their possible states.

Table 1: Factors with their states

Factor State 1 State 2 State 3
Confidentiality Impact | None Partial Complete
Integrity Impact None Partial Complete
Availability Impact None Partial Complete
Authentication Not Required | Single System | Multiple
Access Complexity Low Medium High
Gained Access None User Admin

4.2 Second: To draw the Bayesian Network model
This research use the tool called “GeNle,” which is one application of Bayesan Network
techniques that has ability to implement the BN mode that is developed by the Decision System
Laboratory, at the University of Pittsburgh. Some advantages of GeNle are that, it is free to be
downloaded for academic research, it provides a graphical user interface and it has the ability to

offer bar charts for each node. There are many tools that have the ability to draw the model of BN;
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one of these tools is GeNle, which is a graphical user interface. More details about this tool can be
found in [21,22].

This stage finds the relationships between the selected factors that have been identified in previous
sections. These factors need to be fused together to draw upon the model of the Bayesian Network.
The proposal model is presented in Figure 1 below; the hypothesis node here is the score level that
is needed to predicate and “score” the variability of a network. The rest of the nodes above the
score level are the factor nodes. This can be described as the qualitative part of BN, which shows
the model as a directed acyclic graph. In addition, the model presents the causal relationship
between the factors. In addition, Figure 2 gives more details about the Bayesian Model with their

states.

g ¢ GainedAccess >

Integritylmpact -
AccessComplexity 7—/m

\ Availibilitylmpact -
N

scorelevel

Figure 1: Bayesian Network model
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Figure 2 : Bayesian nodes with their states

4.3 Third: To parametrize the network

This stage presents parametrizing of the proposed model, which can be described as the
quantitative part of the model. This stage indicates how the condition probability for each of the
connected node must be calculated. Each node in a Bayesian Network must be associated with a
condition probability table (CPT). This is the probability distribution of the node’s possible states,
conditioned on the parents’ states. The model needs to fill up with the data of Google Chrome
vulnerabilities that has been gathered from NVD, within the period of 2008 to 2019 and presented
as an Excel file, after that the data has been cleaned and converted to CSV path, and the author has
found 1,859 vulnerabilities. The data file was imported to the GeNle tool; then it learned

parameters used in GeNle, in order to calculate the value of each state of the node. For example

Figure 3 shows the parametrization of the Confidentiality Impact node.
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Figure 3: Parametrizing the Confidentiality Impact node

4.4 Four: To apply inference algorithm

The last stage involves applying an inference algorithm to the model where the main aim of
building a BN mode is to apply inference. BN have two types of inference, exact and approximate
inference. Exact inference consists of seven types: Polytree algorithms, Elimination, Clustering,
Symbolic, Conditional, Different methods, and Arc reversal [22]. In this proposed model, exact
inference will be used, specifically the Polytree inference. This research uses the Polytree inference

because the research has one path between any two nodes in a network.
5. Validation the proposed model

This section shows the validation in using the Bayesian Network. To perform the test, there are
two steps: first, selecting the evidence for all or some child nodes, and the second is to update
beliefs. When more evidence becomes available for some factors in the BN, the probabilities of
the score level factor in the BN could be updated (This is called inference or belief updating).

Three cases have been performed to test the model as follow:

Case 1:
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If we set up the state on “partial,” we can access the complexity node as an evidence factor. This
means that the state of evidence factor is considered as 100 %, and the rest of the selected states

of each node are stated and shown in Table 2 below.

Table 2: Case 1

Nodes/factors State
Confidentiality Impact Partial
Integrity Impact Partial
Availability Impact Partial
Authentication Not Required
Access Complexity High
Gained Access None
Score Level Medium
Probability 0.94444444

As a result of this case, the probability of a proper score level as a medium is 94% as shown in
Figure 4. This indicates that the access complexity factor with a state of high could lead to a
medium score of severity level. This is because access to complexity measures the complexity of
the attack required to exploit vulnerabilities, once an attacker has gained access to the system. In
addition, there are other factors such as confidentiality, integrity, and availability with their state
of partial, which have different outcomes.
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Figure 4: Validation of Case 1

Case 2:

In this case, it is assumed that the state of “confidentiality impact” and “integrity node” are on
“none.” These are called “evidence factors,” and they are the state of evidence factor, which is
considered as 100 % in this case. The rest of the selected states for each node are shown in Table
3 below. As a result of this case, the probability of a score level to be low is 67%, as shown in

Figure 5; this is due to the confidentiality and integrity node with a “state” set to “none.”

Table 3: Case 2

Nodes/factors State
Confidentiality Impact None
Integrity Impact None
Availability Impact Partial
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Authentication Not Required
Access Complexity High
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Probability 0.66666667
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Figure 5: Validation of Case 2

Case 3:

If we set up each factor to their high state, more details can be captured in regards to confidentiality,
integrity, and availability. Setting the factors to “high,” means “Authentication,” is multiple,
“Access Complexity,” is high and “Gained Access,” is admin. This means that the state of evidence

factor is considered to be 100 %, as shown in Table 4 below. As a result of this case, the probability
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of a high score level is 90% as shown in Figure 6. In this case, all the factors are in high levels, so
this could significantly affect the severity of the score level to be high.

Table 4: Case 3

Nodes/factors State
Confidentiality Impact Complete
Integrity Impact Complete
Availability Impact Complete
Authentication Multiple
Access Complexity High
Gained Access Admin
Score Level High
Probability 0.9
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Figure 6: Validation of Case 3

6. Conclusion

This research focuses on Google Chrome vulnerabilities. The author uses the Bayesian Network
to predicate a score level for the vulnerability of a cyber-attack towards a network. The research
introduces vulnerabilities in general in order to look at Google Chrome vulnerabilities. Then the
author defines the national vulnerabilities database. After that, related work is presented. Then the
methodology of the paper is presented with an introduction of the Bayesian Network, and the
proposed model is shown in four stages with validation of the model. Furthermore, the test of the

Bayesian Network model is carried out. Finally, we conclude our work in the last section.
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